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Informat ion Governance s tandards wi l l  re form the cur rent 
pract ice and cul ture within which NHSScot land handles and 
safeguards per sonal  informat ion. 
 
This paper highl ight s the background to the cur rent pos i t ion 
and set s out the s tandards (Appendix 1) as agreed with 
the Scot t i sh Execut ive Heal th Depar tment and NHS Qual i t y 
Improvement Scot land (NHS QIS).  These s tandards: 

Suppor t the prov is ion of high qual i t y care by 
promot ing the e f fec t ive and appropr iate use of 
informat ion.
Encourage responsib le s ta f f  to work c lose ly 
together,  prevent ing dupl icat ion of e f for t  and 
enabl ing more e f f ic ient use of resources .
Deve lop suppor t ar rangement s and prov ide 
s ta f f  with the tools they need to discharge the i r 
responsib i l i t ie s to cons is tent ly high s tandards .
Let NHS organisat ions unders tand the i r  own 
per formance and manage improvement in a 
sys temat ic and e f fec t ive way.

To ass i s t  NHS organisat ions comply with the nat ional 
Informat ion Governance ini t iat ive,  we have deve loped an 
onl ine resource. This wi l l  present the e lement s of Informat ion 
Governance as a ser ies of  easy to fo l low requirement s agains t 
which NHS organisat ions can ident i f y cur rent and planned 
at ta inment leve ls .

The Informat ion Governance s tandards are avai lable to a l l  of 
our s takeholder s .  The s tandards wi l l  remain in force unt i l  NHS 
Qual i t y Improvement Scot land (NHS QIS) have completed 
the i r  rev iew of the Cl in ica l  and R isk Management s tandards in 
2007.

•

•

•

•

Introduction

Informat ion Governance Standards ...  2



About Information Governance

Informat ion Governance means handl ing informat ion in a 
conf ident ia l  and secure manner to appropr iate ethica l  and 
qual i t y s tandards .  I t  i s  impor tant to NHSScot land because we 
col lec t and use lot s of  informat ion for adminis t rat ive,  research 
and medica l  purposes ,  which contr ibute to improv ing 
people’s  heal th.  Informat ion Governance i s  a key i s sue for 
a l l  NHS organisat ions and i s  fundamental  to the e f fec t ive 
de l iver y of heal th ser v ices ,  par t icular ly as we move towards 
an e lec t ronic heal th record.

A s the Informat ion Governance programme deve lops i t 
wi l l  prov ide di rec t ion and operat ional  suppor t for NHS 
organisat ions to achieve high s tandards in Informat ion 
Governance. The Informat ion Governance Framework 
integrates prev ious ly separate but re lated ini t iat ives in a 
s ingle package, which encompasses the fo l lowing areas: 

The Data Protect ion Act 1998
The Freedom of Informat ion (Scot land) Act 2002
Conf ident ia l i t y :  NHSScot land Code of Prac t ice
Records Management
Informat ion Secur i t y
NHS Data Qual i t y A ssurance (Data Accreditat ion)
Caldicot t Guardians

 
For more deta i led informat ion please see “A Br ie f  Guide to 
Informat ion Governance”. Copies can be downloaded f rom 
the informat ion governance specia l i s t  e - l ibrar y

www.el ib. scot .nhs .uk/SharedSpace/ ig/uploads/2007/Jun/ 
20070608170750_V2%20info -governance -guide - 070122.pdf

•
•
•
•
•
•
•
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Background

The Cl inica l  Governance and R isk Management (CGRM) 
s tandards ,  recent ly launched by NHS QIS, conta in s ix ,  high 
leve l ,  headings about Informat ion Governance. Recognis ing 
this ,  the Cl in ica l  Informat ion Steer ing Group asked NHS 
Nat ional  Ser v ices Scot land (NSS) to progress the Informat ion 
Governance agenda and deve lop a set of  Informat ion 
Governance s tandards to underpin the CGRM standards .

Dur ing the summer of 2005, NSS’s Informat ion Ser v ices 
Div is ion ( ISD) deve loped a draf t  set of  Informat ion Governance 
s tandards .  These broadly a l ign with those used by the NHS 
in England, but re f lec t d i f ferences in Scot land. In August , 
ISD consul ted on the draf t  s tandards and, a f ter cons ider ing 
responses rece ived, made some changes .  The s tandards were 
discussed with and agreed by the Scot t i sh Execut ive Heal th 
Depar tment and NHS QIS; they are shown in appendix 1.

To bui ld fur ther on the Informat ion Governance s tandards , 
ISD secured funding to deve lop and suppor t an e lec t ronic 
Informat ion Governance toolk i t  and specia l i s t  e - l ibrar y.

The e lec t ronic toolk i t ,  ava i lable f rom March 2007, let s 
NHS organisat ions submit leve ls  of  at ta inment agains t the 
Informat ion Governance s tandards .  The e - l ibrar y deve loped 
by NHS Educat ion for Scot land prov ides i t s  knowledge base. 
There fore,  the s tandards ,  toolk i t  and e - l ibrar y are a s ingle 
package of tools for NHSScot land.

I t  i s  impor tant to note the fo l lowing:

A review of the Information Governance Standards will 
happen after the first NHS QIS review is complete in 2007.
The f i r s t  ver s ion of the e lec t ronic toolk i t  wi l l  pure ly 
a l low the e lec t ronic submiss ion of at ta inment leve ls 
agains t the Informat ion Governance s tandards .  The 
toolk i t  wi l l  deve lop in coming year s .

•

•
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The toolkit

The e lec t ronic Informat ion Governance Toolk i t  wi l l  he lp 
NHS organisat ions comply with the nat ional  Informat ion 
Governance ini t iat ive,  and record progress agains t 
Informat ion Governance s tandards in the fo l lowing s ix areas:

IT Secur i t y
Caldicot t Guardians
Data Protect ion
Freedom of Informat ion
Records Management ( inc luding management of 
corporate and c l in ica l  records)
Qual i t y Management

Within the toolk i t ,  each s tandard wi l l  have a screen to let 
organisat ions record the i r  at ta inment leve l  agains t that 
s tandard. Each NHS Board/Specia l  Heal th Board wi l l  submit 
one return, however each ‘Board ’ may set up severa l  unit s  or 
div i s ions that can prov ide the i r  own input .  The toolk i t  wi l l 
a l low consol idat ion of these output s to prov ide the Board ’s 
return. Only Boards wi l l  have access to these repor t s .

The toolk i t  was launched at the end of March 2007 as a web -
based product avai lable through the Scot t i sh Heal th on the 
Web (SHOW ) websi te.  In addit ion, we wi l l  deve lop guidance 
and suppor t mater ia l s ,  which you can download for local  use 
f rom the e - l ibrar y.

The toolk i t  wi l l  as s i s t  NHS organisat ions to improve 
Informat ion s tandards in advance of the S ingle Pat ient 
Record.

•
•
•
•
•

•
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3e.1
A governance f ramework i s  in p lace, which promotes the 
ethica l  and law ful  use of informat ion in enhancing  
decis ion-mak ing to suppor t and dr ive improvement .

Informat ion Governance Pol ic y and Planning

Reference Standard

1.001
There i s  a des ignated Direc tor with 
responsib i l i t y for the Board ’s Informat ion 
Governance pol icy and implementat ion plan.

1.002
The Board has approved an Informat ion 
Governance pol icy.

1.003
The Board has agreed a p lan for the 
implementat ion and monitor ing of the 
Informat ion Governance pol icy.

1.004

The Board ’s Informat ion Governance plan 
inc ludes appropr iate t ra ining for a l l  s ta f f  on 
the e lement s of Informat ion Governance (e.g. 
conf ident ia l i t y,  data protect ion, secur i t y and 
profess ional  s tandards in informat ion col lec t ion 
and process ing).

1.005
Al l  s ta f f  contrac t s conta in c lauses that c lear ly 
ident i f y s ta f f  responsib i l i t ie s for conf ident ia l i t y, 
data protect ion and secur i t y.

1.006
Informat ion Governance i s  embedded in 
the Board ’s bus iness p lanning cycle and r i sk 
management agenda.

1.007
An Informat ion Governance Improvement Plan 
i s  presented to the Board as par t of  the annual 
Cl in ica l  Governance Commit tee repor t .

1.008
There i s  a c lear ly ident i f ied, su i tably qual i f ied 
and suppor ted Informat ion Governance co -
ordinator.
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Reference Standard

2.001

The Board has mechanisms in p lace to ensure 
that a l l  employees ,  contrac tor s ,  Univer s i t ie s and 
other indiv iduals par t ic ipat ing in the de l iver y 
of care are aware of the i r  responsib i l i t ie s 
descr ibed in the NHSScot land Code of Prac t ice 
on Protect ing Pat ient Conf ident ia l i t y.

2.002

The Board has mechanisms in p lace to ensure 
that informat ion i s  g iven to inform pat ient s / 
c l ient s about proposed uses of the i r  per sonal 
informat ion.

2.003
The Board has an incident repor t ing procedure, 
which i s  known, access ib le and used by a l l  s ta f f.

2.004
An annual inc ident repor t i s  presented to the 
NHS Board.

Freedom of Informat ion

Reference Standard

3.001

The Board has a c lear ly ident i f ied, su i tably 
qual i f ied and suppor ted lead indiv idual 
responsib le for the Freedom of Informat ion 
(Scot land) Act 2002 (Fo ISA).

3.002
The Board has mechanisms in p lace to ensure 
that i t s  s tatutor y dut ies under Fo ISA are met .

Conf ident ia l i t y

3e.1 continued
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3e.2
A comprehensive sys tem is  in p lace to ensure the secure and 
conf ident ia l  management of per sonal  informat ion including 
how i t  i s  obta ined, recorded, used, shared, s tored and 
disposed of in l ine with cur rent legis lat ion.

Adminis trat ive Records

Reference Standard

4.001
There i s  a Senior Manager responsib le for 
the implementat ion of the Board ’s Records 
Management pol icy and implementat ion plan.

4.002
The Board has agreed a p lan for the 
implementat ion and monitor ing of the Records 
Management pol icy.

4.003

There are approved Records Management 
procedures for the c losure,  d isposal  and 
retent ion of document s ,  which may be enforced 
only by author ised per sonnel .

4.004
Al l  Board s ta f f  are prov ided with appropr iate 
informat ion, ins t ruct ion and t ra ining on Records 
Management .
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Pat ient Records

(P lease prov ide the most recent CASPE/PR IMMAP repor t or 
respond to a l l  the fo l lowing quest ions)

Reference Standard

5.001
The Board has an approved Pat ient Records 
pol icy,  which inc ludes s torage to accommodate 
casenotes etc .

5.002
There i s  a c lear ly ident i f ied, su i tably qual i f ied 
and suppor ted lead indiv idual  responsib le for 
Pat ient Records .

5.003

The Board has a Pat ient Records Commit tee, 
which makes decis ions on pol icy mat ter s and 
which inc ludes representat ion f rom cl in ica l  and 
non-cl in ica l  s ta f f  and i s  l inked appropr iate ly to 
other Informat ion Governance Groups.

5.004

The Board ensures that the env i ronment in of f ice 
and s torage areas compl ies with a l l  cur rent , 
re levant Heal th and Safet y legis lat ion and f i re 
regulat ions .

5.005
The Board has mechanisms in p lace to ensure 
that a l l  Heal th Records Managers and s ta f f 
rece ive t ra ining in Heal th Records

5.006

Al l  scanned document s meet legal  admiss ib i l i t y 
s tandards pr ior to the des t ruct ion of the paper 
record.

5.007

The Board ensures that the Communit y 
Heal th Index (CHI ) number i s  used on a l l 
communicat ions concerning indiv idual  pat ient s , 
inc luding request s ,  repor t s and let ter s

3e.2 continued
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3e.3
Pat ient s are informed about how the i r  per sonal  informat ion i s 
recorded and used, how to access the i r  per sonal  informat ion, 
and about the i r  r ight s to determine how the i r  per sonal 
informat ion i s  shared and protected.

Data Protect ion

Reference Standard

6.001
There i s  a c lear ly ident i f ied, su i tably qual i f ied 
and suppor ted lead indiv idual  responsib le for 
Data Protect ion.

6.002

The Board ensures that a l l  formal contrac tual 
ar rangement s inc lude appropr iate pat ient 
conf ident ia l i t y,  informat ion secur i t y and data 
protect ion requi rement s for a l l  cont rac tor s and 
suppor t organisat ions .

6.003
The Board has mechanisms in p lace to ensure 
that Data Protect ion adv ice i s  sought when new 
informat ion sys tems are be ing des igned.

6.004

The Board compl ies with data protect ion 
requi rement s in respect of  t rans fer s of  per sonal 
data to countr ies out s ide of the European 
Economic Area.

6.005
The Board has a p lan in p lace to ensure that 
pat ient s are e f fec t ive ly informed of the i r  r ight s 
in re lat ion to the use of the i r  per sonal  data.
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3e.4
Formal pol ic ies are in p lace to manage s i tuat ions where 
consent to share informat ion i s  withheld, and where 
disc losure of per sonal  informat ion i s  requi red without 
consent .

Caldicot t

Reference Standard

7.001 The Board has a c lear ly ident i f ied, su i tably 
qual i f ied and suppor ted Caldicot t Guardian.

7.002 The Board has mechanisms in p lace to contro l , 
monitor and audit  access to conf ident ia l  pat ient 
informat ion.

7.003 The Board has agreed protocols governing the 
shar ing of pat ient- ident i f iab le informat ion with 
non-heal th organisat ions .

7.004 There are mechanisms in p lace to ensure that 
pat ient s ’  decis ions to res t r ic t  d isc losure of the i r 
per sonal  informat ion are respected.

7.005 The Board ensures that when pat ient s ’  per sonal 
informat ion i s  to be used for purposes that are 
not descr ibed in informat ion leaf let s prov ided 
to pat ient s ,  that s teps are taken to inform those 
pat ient s and amend leaf let s when necessar y (e.g. 
cancer leaf let s and other network s).
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3e.5
Informat ion Secur i t y

Informat ion management l ink s c lear ly into c l in ica l 
governance ar rangement s and engages s ta f f  and pat ient s 
in the deve lopment and appl icat ion of informat ion and 
communicat ion technology ( IC T ).

Reference Standard

8.001 The Board ensures that c l in ic ians and pat ient s 
are engaged in the deve lopment and appl icat ion 
of IC T and that there i s  an e f fec t ive l ink between 
informat ion management and c l in ica l  governance 
ar rangement s .

3e.6
Systems are in p lace to ensure that s ta f f  have access to 
informat ion to suppor t c l in ica l  decis ion-mak ing and fac i l i t ate 
de l iver y of qual i t y ser v ices .

Reference Standard

9.001 The Board has a formal r i sk assessment and 
management programme. I t  i s  suppor ted by an 
Informat ion Secur i t y Pol icy and over seen by 
senior management .

9.002 The Board has a c lear ly ident i f ied, su i tably 
qual i f ied and suppor ted Informat ion Secur i t y 
Of f icer ( ITSO) as par t of  an ac t ive management 
forum giv ing di rec t ion and v is ib le suppor t 
for in i t iat ives re lat ing to conf ident ia l i t y,  data 
protect ion and secur i t y.

9.003 The Board keeps a regis ter of  informat ion asset s , 
has ass igned responsib i l i t y or ‘ownership’ for 
each, for i t s  informat ion/data set s ,  has jus t i f ied 
why each set exis t s ,  why i t  needs to conta in 
pat ient per sonal  informat ion and what access 
res t r ic t ions should apply to each.
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continued3e.6
Reference Standard

9.004 The Board fo l lows s tandards to reduce the r i sk s 
of  human er ror,  thef t ,  f raud or misuse or abuse 
of fac i l i t ie s .  A l l  i t s  employees contrac t to abide 
by the content s of  these s tandards .

9.005 The Board has procedures in p lace to prevent 
unauthor ised access ,  damage and inter ference to 
i t s  bus iness premises and informat ion.

9.006 The Board management of network 
communicat ions and operat ions ensures that 
a l l  responsib i l t ie s for operat ional  procedures 
are fu l ly documented, inc luding per sonnel ro les 
and responsib i l i t ie s ,  and the s tandards and 
procedures for the management and operat ion 
of Board network ing ser v ices .  A l l  a l terat ions to 
exis t ing procedures are subjec t to formal change 
management and change contro l  procedures .

9.007 Al l  Board per sonnel have def ined and 
documented access r ight s and other secur i t y 
measures to protect the conf ident ia l i t y,  integr i t y 
and avai labi l i t y of  any informat ion processed 
by computer s and communicat ions sys tems. 
Bus iness requi rement s for access contro l  are 
def ined and documented.

9.008 The Board ensures that the deve lopment and 
int roduct ion of new informat ion sys tems, 
sof tware, IT projec t s and IT suppor t ac t iv i t ie s 
are conducted in a secure manner.

9.009 The Board has c lear ly def ined and documented 
procedures for managing Informat ion Secur i t y 
inc ident s .

9.010 The Board has a fu l ly managed process in 
p lace for deve loping and mainta ining bus iness 
cont inuit y for a l l  i t s  cr i t ica l  inf ras t ructure 
component s and core ser v ices .

9.011 The Board has appropr iate procedures in p lace to 
esure that informat ion passed to and f rom other 
organisat ions i s  done so secure ly.
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3e.6 continued

Data Qual i t y

Reference Standard

10.001 There i s  an audit  t ra i l  l ink ing data entered to an 
indiv idual .

10.002 There are agreed processes and t imescales for 
the cor rec t ion of er ror s and omiss ions ident i f ied 
by va l idat ion or internal  user s .

10.003 The r ight c l in ica l  s ta f f  are involved in va l idat ing 
informat ion der ived f rom the recording of 
c l in ica l  ac t iv i t y.

10.004 Cl inica l  coding s ta f f  rece ive t ra ining that i s 
comprehensive and cover s c l in ica l  coding and 
uses nat ional  s tandard t ra ining mater ia l s .

10.005 There i s  a c lear ly ident i f ied, su i tably qual i f ied 
and suppor ted lead indiv idual  responsib le for 
data qual i t y.
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W             here to get more info

I f  you would l ike to learn more about Informat ion Governance 
please v i s i t  the NHSScot land Informat ion Governance 
Specia l i s t  e - l ibrar y where you can f ind l ink s to document s and 
up to date news i tems.

www.e l ib. scot .nhs .uk/por ta l/ ig/pages/ index.aspx

I f  you have quer ies about Informat ion Governance, fee l  f ree to 
get in touch with:

The Informat ion Governance Team 
Informat ion Ser v ices Div is ion 
Gyle Square 
1 South Gyle Crescent 
Edinburgh 
EH12 9EB

emai l :  infogov@isd.c sa.scot .nhs .uk

NHS Qual i t y Improvement Scot land - Cl inica l  and Risk 
Management Standards 
www.nhsheal thqual i t y.org/nhsqis/ f i l e s/CGRM_CSF_Oct05.pdf

Related Informat ion
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